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The vision of Imam Abdul Rahman bin Faisal University: 

A leading University achieving distinction nationally, regionally and internationally.  

The Mission of Imam Abdul Rahman bin Faisal University: 

Providing creative knowledge, research, and professional services with effective community 

partnerships.  

Imam Abdul Rahman bin Faisal University values: 

Loyalty, Excellence, Teamwork, Transparency, Diversity, Creativity and Social Responsibility.  

The vision of the College of Sciences and Humanities-Jubail: 

A Leading  college to achieve excellency regionally, regionally and globally. 

The Mission of the College of Sciences and Humanities in Jubail: 

To offer a distinguished educational experience and research opportunities in the fields of 

science and humanities aiming to prepare generations of responsible citizens who are capable of 

lifelong learning and critical thinking that will enable them to contribute to sustainable 

development of community in accordance with Islamic values . 

The values of the College of Sciences and Humanities in Jubail: 

Belonging, diversity, team spirit, mastery, social responsibility, transparency. 

The strategic objectives of the College of Sciences and Humanities in Jubail:  

 Providing high-quality programs subject to continuous development that meet the needs 

of the knowledge society. 

 Creating an attractive and stimulating environment for the faculty members to enable 

them and their continuous development.  

 Creating an attractive environment for female students to achieve their knowledge 

aspirations, develop their professional skills, and activate their participation in 

community service and sustainable development.  

 Communicating and building effective professional and research partnerships with the 

community.  

 Raising the efficiency of processes, procedures and automation according to best quality 

and performance practices. 
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Introduction 

Risks are potential uncertain events that can result in undesirable outcomes for 

individuals and institutions, and at the same time, risks are associated with a large 

number of fruitful opportunities. Avoiding these risky opportunities may cause the 

institution to lose competition. Recognition of this fact led to the establishment of a 

unit for risk management at the Quality and Academic accreditation Deanship at 

Imam Abdu Rahman Bin Faisal University. The risk management policy at Imam 

Abdul Rahman Bin Faisal University is based on three basic elements: 

 Preventing risks of all kinds and their occurrence as much as possible.  

 Preparing the equipment to deal with risks, when they occur, successfully 

and effectively.  

 Activating the control and early warning system so that it can be alerted 

when any danger arises and that risk are predicted before their occurrence. 

 

Tasks of the Risk Management Unit:  

 Preparing of an integrated plan for risk management based on the strategic 

plan of Imam Abdul Rahman bin Faisal University  

 Identifying, classifying and managing risks to which Imam Abdul Rahman 

University is exposed as well as evaluating and continuously monitoring 

them.  

 Following-up and evaluating the methods that have been relied upon in risk 

management 

 Preparing a documented guide for risk management policy at Imam Abdul 

Rahman bin Faisal University.  

 Establishing a documented risk management guide for each college or 

administrative unit at Imam Abdul Rahman bin Faisal University. 

 Making a record of the various risks that the university is exposed to and 

keep it updated continuously.  

 Continuously improving and reaching the best results Developing and 

modifying the performance and practices of risk management at the 

university  
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 Seeking the assistance of specialists from within and outside the university 

in carrying out all the work that is related to the analysis and management of 

risks of all kinds.  

 Determining the mechanisms and tools required to control risks.  

 Preparing training programs for university employees to spread the culture 

of risk management.  

 Supervising field teams to implement risk management requirements and 

define their tasks and responsibilities.  

 Establishing early warning and monitoring mechanisms to alert the 

university to corrective actions to manage any potential risks. 
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Risk management policy of College of Sciences and Humanities in Jubail:  

The risk policy at Imam Abdul Rahman bin Faisal University is based on four 

basic elements: 

 Enhancing the university's chances of achieving its strategic goals 

 Prevention of various kinds of risks and their occurrence by following the 

best means.  

 Establishing an effective internal monitoring system to predict hazards and 

early warning when hazard incidents occur.  

 Spreading the culture of risk management among all university employees. 

 

In order to implement this policy, the university, with all its units, is committed to 

studying the opportunities and threats, and then determining the risks and 

evaluating them in accordance with the university's risk management standards and 

determining the appropriate strategy for the risk approach according to the 

following strategies: 

 Avoid the risk “If possible” 

 Reducing the possibility of the risk occurring or its repercussions.  

 Transfer the risk.  

 Acceptance of risk under watch. 

 

The college's risk management plan is in line with the policy laid down by Imam 

Abdul Rahman Bin Feisal University for risk management, represented in its 

adoption of the best-recommended practices in identifying risk, assessing it and 

effectively controlling the costs of risk. 

The aim: 

The risk management in the College of Science and Humanitarian Studies in Jubail 

aims to achieve the strategic objectives, to prevent and prevent risks of all kinds, 

and to activate the system of control and early warning, in order to protect 

individuals' possessions. 
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The College's approach to risk management: 

The approach adopted by the College of Sciences and Humanities in Jubail in 

dealing with risk management and control them internally is as follows:  

 Linking all risks to the goals and objectives of the College of Sciences and 

Humanities in Jubail. 

 Delegating responsibility for risk management within the college.  

 Using a consistent and transparent approach to risk management.  

 Ensuring that risks are identified and closely monitored regularly at all 

levels. 

 

Liability limits: 

The Dean: 

 Ensuring that risk management is an integral part of the current management 

tasks. 

 Approving recommendations and action plans presented by the risk 

management team. 

Director of Risk Management: 

 Receiving and organizing data from the Risk Identification Department. 

 Preparing a report and discussing the negative events or trends related to the 

management of potential risks, and controlling cases in cooperation with the 

risk management unit in the college to take the necessary measures and 

submit a report on the results.  

 Assisting in facilitating procedures and completing investigations in the 

event of an event, ensuring timely presentation of results, addressing the root 

causes of the event, and identifying procedures and their implementation in 

accordance with guidelines and guidelines. 

 Submitting a quarterly summary report on risk management to the head of 

the program.  

 Organizing and providing continuous educational presentations on the risk 

management program on responsibilities related to students, faculty and staff 

in the college. 
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College Affiliates:  

 Knowing their responsibility for individual risks.  

 Understanding how to continually improve risk management and awareness 

 

College risk management system: 

 

The risk management plan for the College of Science and Humanitarian Studies in 

Jubail as part of the Imam Abdul Rahman Bin Faysal University Risk Management 

framework consists of elements aimed at facilitating risk management within the 

college, which are: 

 Risk management process.  

 Risk register.  

 Reporting accidents.  

 Realizing the risks.  

 Health, safety and environmental monitoring. 

 

 

 

 

A. Risk management process: 

The risk management process at the College of Science and Humanities in Jubail consists of the 

following steps: 

 

First- Establishing a risk management framework: 

- Understand the factors affecting the inability to achieve goals. 

- Define risk criteria to ensure risk is assessed in a consistent manner. 

 

Second - Risk assessment: 

The College of Sciences and Humanities in Jubail plans to assess the risks at regular intervals, at 

least twice a year, but on a frequent basis if any problems are observed.  The risk assessment 

includes identifying the risk, analyzing, assessing the risk, and treating the incidents that occur 

while putting in place the necessary measures to avoid the negative repercussions and not repeat 

the event once more. 
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Risk assessment:     

                 

A. Likelihood of risk weighted assessment: 

 

Risk Likelihood weight Example 

Very low 1 
It occurs once every 10 years as an 

exceptional circumstance 

Low 

 
2 It occurs once 5-10 years 

Medium 3 
It may occur once a year 

 

High 

 
4 It occurs every year 

Very high 

 
5 It occurs more than once a year 

 

Attachment No. 1 to the Accident Report Form 

 

B. How to calculate the degree of risk impact: 

 

1. How to calculate the risk impact by (number of people): 

 If the risk affects less than (5%) of the faculty, then it is very low (1) 

 If the risk affects (5% - less than 20%) of the faculty, then it is low (2) 

 If the risk affects (20% to less than 30%) of the faculty, then it is average (3) 

 If the risk affects (30% to less than 50%) of the faculty, then it is high (4) 

 If the risk affects (50% or more) of the faculty, then it is very high (5) 

 

 

2. How to calculate the impact of health risks: 

 The risk of infecting an individual or small group with minor injuries that do not need 

medical attention is very low risk (1) 

 The risk of infecting an individual or small group that requires little medical attention is 

low risk (2) 

 The risk of infecting an individual or small group that requires medical attention is 

medium risk (3) 

 The risk of infecting a large group that needs medical attention but does not result in 

disabilities or long-term injuries is high risk (4) 

 The Risk of infecting a large group or individual resulting in permanent disability or 

prolonged illness is very high risk (5) 

 

3. How to calculate the impact of operational risk: 

 The risk that results in stopping a part of the work for a (day) is very low (1) 

 The risk that results in stopping a part of the work for (3 days) is low (2) 
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 The risk that results in the suspension of a part of the work for a period of (less than a 

week) is average (3) 

 The risk that results in the suspension of a part of the work for a period (more than one 

week) is high (4) 

 The risk of completely stopping work for a period (more than a week) is very high (5) 

 

 

4. How to calculate the impact of human resources risks: 

 A risk affecting less than (5%) of employees or students is low risk (1-2) 

 A risk affecting (5% to less than 25%) of employees or students is medium risk (3) 

 A risk affecting (25%) of employees or students is high risk (4-5) 

 

5. How to calculate the impact of media reputation risk: 

 If the risk of the news spreading is at a local level for a short period, then it is low (1-2) 

 If the risk of the news spreading is at a regional level for a long or short period, then it is 

medium (3) 

 If the risk of the news spreading to the global or local media is for a long time, then it is 

high (4-5) 

 

6. How to calculate the impact of financial risk: 

 If the financial loss is less than (5%) of the college budget, then this is a very low risk (1) 

 If the financial loss is (5% - less than 20%) of the college budget, then this is a low risk 

(2) 

 If the financial loss is (20% to less than 30%) of the college budget, then this is a 

moderate risk (3) 

 If the financial loss is (30% to less than 50%) of the college budget, then this is a high 

risk (4) 

 If the financial loss is (50% or more) of the college budget, then this is a very high risk 

(5) 

 

- Risks are classified using the list included in the risk incidence report (included in the 

attachments). 

- Risks, their sources, causes and potential consequences are identified. 

- Create a comprehensive list of threats and opportunities related to events that may enhance, 

prevent, decompose, accelerate, or delay the achievement of goals 

 

Risk analysis: 

 

- Evaluate the likely consequences of the risk and its likelihood (Table 1). 

- Determine the severity of risks (likelihood of occurrence, consequences) based on the 

risk assessment criteria of Imam Abdul Rahman bin Faisal University. 

- Assist in defining ineffective risk control. 

- Reporting risk assessment and directing to risk treatment.  
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Likelihood Probability of Occurrence 

Sever  5 5 Almost certain  

Major  4 4 Likely  

Moderate risk 3 3 Possible 

Minor  2 2 Rare 

Insignificant  1 1 Unlikely  

Table 1 risk assessment scale 

 

 

Identifying risk patterns: 

- Determine whether the risk control probability is acceptable or not using a risk 

assessment matrix (Table 2). 

- Determine if the controlled risk requires further treatment. 

- Determine the prioritization of individual risks that should be treated. 

- Explore possible options to eliminate or reduce risks. 

 

 

Third - Risk Treatment: 

Treating risks should include both opportunities and threats, and the approach to risk treatment 

should be tested as follows: 

- Identify the most feasible and cost-effective options when addressing risk (avoidance, 

mitigation, transfer, or acceptable impact). 

- Develop strategies to implement the options identified. 

- Implementing strategies to eliminate or reduce risks. 

 

Fourth - Reporting accidents in the college: 

- Report all accidents and fill in the accident report form (attached 1) when any accident 

occurs and submit it to the Faculty's Risk Management Coordinator. 

- Determine and implement corrective and preventive actions for all risks in accordance 

with the risk management policy and procedures. 

 

Risk Assessment Matrix 

Likelihood Consequences / implications 

Insignificant Minor Moderate Major Severe 

Almost 

Certain 

Medium Medium High Very high  Very high  

Likely Low Medium High High Very high  

Possible Low Low Medium High High 

Rare  Very Low Low Medium Medium High 

Unlikely  Very Low Very Low Low Medium Medium 

Table 2: Risk Assessment Matrix 
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Fifth: Periodic health, safety and environment examination (semi-annual):  

Fifth, filling out a checklist for health, safety and environment items: 

Where the semi-annual review of all college facilities is circulated, it contains the 

following:  

Monitor materials and equipment that may cause harm to college employees or 

visitors and reviewing the techniques of how to avoid them.  

Review the fire resistance system.  

Controlling and checking environment items such as ventilation, lighting, noise, 

etc.  

Examine personal protection devices such as masks, gloves, helmets, and others as 

needed. 

 

Types of risk: 

 

1. Health risks. 

2. Laboratories risks. 

3. Facilities and Utilities risks. 

4. Security and safety risks. 

5. Information and electronic 

systems risks. 

6. Human resources risks. 

7. Reputation risks. 

8. Examination and Testing risks. 

9. Learning resources risks. 

10. Legal risks. 

11. Natural and environmental 

risks. 
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Health risks: 

- Risk of infection. 

- Risk of treatment communication. 

- Risk of medicinal errors. 

- Risk of downfall. 

- Risk of infection while transporting the patient. 

- Risk of medical waste.
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Risk of infection 

Potential risk Location data  Responsible departments\Means of communication 

infection among Individuals Health clinic Health clinic / 38713/ Cisco / 400 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Transmission of infection among patients at the 

clinic because of using tools, touching or dealing 

with infected patients. 

 

- Follow the right way of washing hands 

according to global standards. 

- Use gloves before and after each medical 

procedure. 

- Clean and sterilize each tool after use. 

 

- Provide Sanitizers in college corridors. 

 

- Examine of the infected patient and, if necessary, 

transport him to the hospital Command. 

- Isolate the patient and prevent him from others. 

- Compiles the patient to adhere to  preventive 

procedures such as using Medical masks. 

- Create and review infection prevention policies. 

- Review and analyze bug reports to investigate the 

causes of infection and state the recommendations 

for improvement. 

- Analyze the root cause of accidents. 

- Document and report the error by filling out forms 

of risk occurrence. 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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The risk of therapeutic complications 

Potential risk Location data  Responsible departments\Means of communication 

A reaction from the body as a result of using 

the medicine. 
Health clinic Health clinic / 38713/ Cisco / 400 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Appearance of side Effects after the use 

of medicine. 

 Accurate track of medical history 

before dispensing any medicine. 

 

 Dispensing with the effective 

medicine accurately. 

 Stop the medication. 

 Examine the patient and taking him to the 

hospital if necessary. 

 Track and analyze reports of error to find 

out the cause of treatment complications 

and make recommendations for 

improvement. 

 Analyze the root cause of accidents. 

 Evaluate the process of using the 

treatment. 

 Review drug use policies and processes. 

 Document the error and report it by filling 

out incidence forms. 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very High High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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The risk of medicinal errors 

Potential risk Location data  Responsible departments\Means of communication 

Give the wrong medicine. Health clinic Health clinic / 38713/ Cisco / 400 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Giving the patient the wrong 

prescription, wrong medicine, preparing 

the medicine in the wrong way, or giving 

it in the wrong way. 

 Check four things before giving 

medicine:  

- Patient name. 

- Medicine name. 

- How to prepare the medicine. 

- How to give the medicine. 

- Educating doctors and nurses about 

medication errors and ways to avoid 

them. 

 Make educational leaflets and 

posters for patients about drug 

safety.  

 Dispensing with the effective 

medicine accurately. 

 Stop the medication. 

 Examine the patient and taking him to the 

hospital if necessary. 

 Create and review drug use policies and 

processes. 

 Analyze the root cause of accidents 

 Evaluate the process of using the treatment. 

 Track and analyze reports of error to and 

make recommendations for improvement. 

 Document the error and report it by filling 

out incidence forms. 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very High High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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The risk downfall 

Potential risk Location data  Responsible departments\Means of communication 

Patients falling of beds or slide while 

cleaning surfaces.   
Health clinic Health clinic / 38713/ Cisco / 400 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Patients falling of beds or slide 

while cleaning surfaces.   

 Using beds with safe barriers and 

helping patient while transferring  

 Placing signs while cleaning floors  

 Using handholds in corridors and 

bathrooms . 

 Helping the patient while getting of 

the bed. 

 Carrying and transporting the injured person 

safely. 

 Examine the patient and transferring 

him/her to the hospital if necessary. 

 Reconsidering the policies of preventing 

falls  

 Analyzing the main cause behind the 

accident  

 Reviewing and analyzing errors reports, and 

setting recommendations for improvement. 

 Documenting and reporting the error by 

filling out forms for risk potentials 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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Risk of infection while transfer of  patients 

Potential risk Location data  Responsible departments\Means of communication 

Back injuries, falling from stairs   Health clinic Health clinic / 38713/ Cisco / 400 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Falling while transferring patients from wards to clinic   

 

 The existence of private corridors for wheelchairs   

. 

 Using the handles located in the corridors. 

 The existence of trained nurses to transfer patients 

to the clinic . 

 Providing specialized wheelchairs to transfer 

patients. 

 Carrying and transporting the injured person safely. 

 Examining the injured person and transferring him/her 

to the hospital.  

 Reconsidering the policies of preventing falls.  

 Analyzing the main cause behind accidents . 

 Reviewing and analyzing error reports, and setting 

recommendations for improvement. 

 Documenting and reporting the error by  filling out 

forms for risk potentials . 
 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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Medical waste 

Potential risk Location data  Responsible departments\Means of communication 

Medical waste disposal Health clinic Health clinic / 38713/ Cisco / 400 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Unsafe disposal of medical waste in the designated sites 

 

 Throwing sharps  waste into the designated  

containers . 

 Throwing   medical waste into the designated 

containers. 

 Providing cleaning tools for the clinic . 

 Training female workers on the right way of 

destroying medical waste. 

 Removal of hazardous waste 

 Sterilizing the contaminated area . 

 Setting up and reviewing the policies of destroying 

medical waste. 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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Laboratory hazards and risks 

 

- Hazards of chemical leakage 

- Hazardous ignition of chemical substance 

- Fire hazard (thermal, chemical, electrical) 

- A Hazard of disposing damaged or expired chemical waste  

- A hazard of radioactive materials in laboratories 

- A hazard in the delay of laboratory supplies  

- A hazard in the leakage or explosion of a compressed gas cylinder 

- A hazard of electric shock in physics laboratories 

- A hazard of hardware failure   
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Chemical Leak Risk 

Potential risk Location data  Responsible departments\Means of communication 

Chemical Leak Chemistry Laboratory 98 
  /Chemistry Laboratories Committee   .*38629  /38708  

Security Person  - Cisco 38624 – Ext.222  

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

 

Sudden hazardous Chemical leak, whether liquid or 

solid, during usage, transfer, storage or due to 

container corrosion, causing toxic gas, toxic, 

corrosive or flammable substance . 

 

 Providing acids cabinet for safe storage. 

 Providing chemical spill treatment  

 Checking chemical safety cards   

 Learning necessary procedures of safe substances 

usage. 

 Attaching name and risk signs of hazardous 

substances prior to moving them away from their 

original place. 

 Total building evacuation and contacting safety and security personnel at college. 

 Upon minor leak, the laboratory technician can manage the risk provided that  she is trained 

to: 

- Evacuate people from the site. 

- Notify the nearest security unit 

- Treat the injured properly 

- Identify chemical spill treatment steps 

- Remove substances by water shower and eyewash stations in case spilled on the 

body. 

- Provide proper ventilation 

- Upon major leak, help must be asked from the administration in charge. 

 Safety cards instructions must be followed when cleaning the contaminated area. 

 Spilled substances must be collected in a container and dispose it safely. 

 When the risk is cleared, college employees must be notified 

 The committee must write a report for administrative officials to include recommendations 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 

               



Guide to risk management plan at the Faculty of Science and humanities in Jubail 

24 
 

 

 

Chemical Fire Risk 

Potential risk Location  Responsible departments\Means of communication 

Chemicals Fire Hazard Chemistry Laboratory 98 

Chemistry Laboratories Committee  38629  /

38708 

Security Person  - Cisco 38624 – Ext.222  

Type of 

Risk 

Health Laboratory Facilities & Utilities Security 

& Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Many flammable chemicals are hazardous and constant 

source of risk. the following factors increase the risk of fire: 

- Highly-concentrated Chemicals 

- Sufficient amount of air 

- Ignition source 

 

 Safe storage. 

 Three-fire-factors Control 

 Readiness of warning bell 

 Clear emergency exits 

 Provision of firefighting equipment (extinguishers, 

blankets, sand) 

 Placing flammable chemicals in fireproof 

containers 

 Total building evacuation and contacting safety and security personnel at college 

and the civil defense. 

 Use fire extinguishers if possible 

 Assist the injured if possible and report serious injuries 

 Direct firefighters to the fire location 

 Close ventilation sources if possible 

 Follow safety cards instructions to clean the contamination 

 The committee must write a report for administrative officials to include 

recommendations. 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 
Likely Possible Rare  Unlikely  Sever  Major  Moderate  Minor  Insignificant  Very high  High  Medium  Low  Very 

low  

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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Risk of Fire (Thermal, chemical, electrical) 

Potential risk Location data  Responsible departments\Means of communication 

Risk of Fire (Thermal, chemical, electrical) Chemistry and Physics Laboratories 

Physics Laboratories Committee -Cisco 38602 / 38570 

Chemistry Laboratories Committee -Cisco 38629 / 38708 

Security & Safety – 38624 – Ext. 222 

Health Clinic 38713 – Ext. 400 

Maintenance 

Type of 

Risk 

Health Laboratory Facilities & 

Utilities 
Securit

y & 

Safety 

Information 

Systems 
Human 

Resources 
Reputation Learning 

Resources 
Legal Nature and 

Environment 
Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Many flammable chemicals are hazardous and constant 

source of risk. the following factors increase the risk of 

fire: 

- Highly-concentrated Chemicals 

- Sufficient amount of air 

- Ignition source 

. 

 

 Safe storage. 

 Three-fire-factors Control 

 Readiness of warning bell 

 Clear emergency exits 

 Provision of firefighting equipment (extinguishers, 

blankets, sand). 

 Placing flammable chemicals in fireproof containers. 

 Total building evacuation and contacting safety and security personnel at college and the 

civil defense. 

 Use fire extinguishers if possible. 

 Assist the injured if possible and report serious injuries. 

 Direct firefighters to the fire location. 

 Close ventilation sources if possible. 

 Follow safety cards instructions to clean the contamination. 

 The committee must write a report for administrative officials to include 

recommendations. 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 
Likely Possible Rare  Unlikely Sever  Major  Moderate  Minor  Insignificant  Very 

high  
High  Medium  Low  Very low  

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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Risk of damaged or expired chemicals disposal 

Potential risk Location data  Responsible departments\Means of communication 

Damaged or expired chemicals disposal  Physics Laboratories- Chemistry Laboratory 98 

Physics Laboratories Committee -Cisco 38602 / 38570 

Chemistry Laboratories Committee -Cisco 38629 / 38708 

Security Person  - Cisco 38624 – Ext.222 

Security & Safety – 38624 – Ext. 222 

Type of Risk 
Health Laboratory 

Facilities & 

Utilities 
Security 

& Safety 
Information 

Systems 
Human 

Resources 
Reputation 

Learning 

Resources 
Legal 

Nature and 

Environment 
Exams 

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Damaged or expired chemicals, whether liquid, solid or gas, 

have negative effects and risks due to the change in their 

features, toxicity, flammability, explosively or corrosion. They 

can also affect general health like Asthma. 

 

 Knowing the risks of chemicals and their waste 

 Disposing chemicals properly; not in bins. 

 Wearing personal protection gear 

 Placing chemicals in special containers and handing 

them to the disposal committee according to university 

protocol. 

 Call university laboratory committee immediately 

 Report chemical waste to the entity in charge 

 Avoid touching, smelling or tasting waste 

 Classify waste according to level of risk 

 Insulate the hazardous substance if possible and 

prevent the risk 

 Provide chemical waste containers  

 The committee must write a report for 

administrative officials to include 

recommendations. 

Risk Likelihood: Risk Impact: Risk Value: 

Almost certain Likely Possible Rare  Unlikely  Sever  Major  Moderate  Minor  Insignificant  Very high   High  Medium  Low  Very 

low  

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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Risk of radioactive sources in laboratories 

Potential risk Location data  Responsible departments\Means of communication 

Radioactive Sources Physics Laboratory 3 
Physics Laboratories Committee -Cisco 38602 / 38570 

Security & Safety – 38624 – Ext. 222 

Type of 

Risk 

Health Laboratory Facilities & 

Utilities 
Security 

& 

Safety 

Information 

Systems 
Human 

Resources 
Reputation Learning 

Resources 
Legal Nature and 

Environment 
Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Radioactive sources affect the retina when close to the 

source. The source may also fall on the floor of the 

laboratory, due to misuse or mishandling, and the 

radioactive material may be scattered which may cause 

some health problems in case of: swallowing, inhaling, or 

touching by hand and scratching or Licking the hand 

afterwards. 

 

 Avoiding direct hand touch upon moving or during 

an experiment. 

 Avoiding being in close range with the source 

when reading the data. 

 Wearing protection goggles during experiments 

 Providing a source transporter 

 Providing proper place for storage. 

 In case of radioactive leak, close the laboratory and keep 

workers and students away from the source. 

 Report to specialized entities to clear the damage.  

 Announce risk clearance after control. 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 
Likely Possible Rare  Unlikely  Sever  Major  Moderate  Minor  Insignificant  Very 

high  
High  Medium  Low Very low  

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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The risk of delay in supplying laboratories 

Potential risk Location data  Responsible departments\Means of communication 

Delay in supplying laboratories with 

supplies 

 

Chemistry Lab / 98 

 

Department of Supplies / Vice President of the University 

Chemistry Lab Committee - 38629/38708 

 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Delay in supplying the laboratories with the needs of 

materials, tools and devices that hinder the 

educational process and expose employees to a 

range of risk 

 Establishing a mechanism that clarifies the needs 

of the laboratories periodically. 

 Raise the laboratories' requirements in sufficient 

time before the start of the semester. 

 Selecting companies to provide high-efficiency 

and fast supply of equipment. 

 Follow up the processing process and provide 

alternatives when necessary. 

 

 Contacting the labs equipment department and submit an 

urgent letter to the equipment department. 

 Trying to benefit from the  existing capabilities in order to 

provide the deficiency or fix problems.  

 Writing the report of the committee and submitting it to 

the officials to develop recommendations and benefit from 

them. 
 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very High High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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Risk of leakage or explosion of a compressed gas cylinder 

Potential risk Location data  Responsible departments\Means of communication 

leakage or explosion of a compressed gas 

cylinder 

 

Laboratories - College of Science and Human 

Studies in Jubail 

 

Chemistry Labs Committee / 38629/38708 

 Committee of Physics Labs - Cisco / 38602 - 38570. 

 Security Officer - Cisco / 38624 - Ext /  222  

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Leakage or explosion of the compressed 

gas cylinder, which causes risk to 

workers. 

 

 Learn about the type and nature of 

compressed gas. 

 The storage is by placing the cylinders 

vertically. 

 Use a gas regulator. 

 Install cylinders with iron chains in the wall or 

base anchor. 

 Use the size of the cylinders according to the 

nature of the work. 

 Follow safety and security measures (such as 

keeping the cylinders away from heat sources 

a sufficient distance of up to four meters). 

 Do not place cylinders in public places, 

corridors or exits. 

 Place the cylinder away from corrosive or 

corrosive caustic materials. 

 Good ventilation. 

 Try to prevent leakage if possible. 

 Distancing others, informing them of the size 

and nature of the risk, and isolating the area if 

necessary. 

 Inform the civil defense immediately if we are 

unable to stop the leak. 

 Announcing the end of the risk after it has 

passed. 
 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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Risk of electric shock in physics laboratories 

Potential risk Location data  Responsible departments\Means of communication 

Electric shock in physics laboratories Laboratories - College of Science and Human 

Studies in Jubail 
 Physics Labs Committee - Cisco / 38602/38570 

The 

type 

of 

risk 

 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Electric shock may occur when using 

electronic circuit connection due to 

connection error. 

 

 Ensure that electrical connections are 

installed well. 

 Do not increase or decrease the voltage 

suddenly. 

 Follow operating instructions and 

recommendations. 

 Do not connect more than one device to 

the same voltage source. 

 Do not operate the electronic circuit 

except under the supervision and approval 

of the laboratory supervisor. 

 

 Disconnect the electrical current from 

the appliances. 

 Immediate reporting of malfunctions. 

 Providing instructions and instructions 

for using devices inside the college 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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Risk of Devices’ Failure 

Potential risk Location data  Responsible departments\Means of communication 

Devices’  Failure Laboratories - College of Science and Human 

Studies in Jubail. 
Committee for Chemistry Labs - Cisco / 38629/38708 

Physics Labs Committee - Cisco / 38602/38570 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Hardware or software crashes that confuse 

the learning process. 
 

 

 Regular maintenance of devices. 

 Making maintenance contracts for 

devices. 

 Providing a unit for technical 

support and maintenance. 

 

 Identifying the nature of the problem. 

 Submitting a report on the problem, its 

nature, and the recommendation needed to 

solve it. 

 Providing a permanent technical support 

team to solve minor problems and 

malfunctions in programming. 

 Regular maintenance of the devices inside 

the laboratories. 
 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very High High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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Facilities and Utilities risks 

 

- Blackouts risk  

- Electric shock risk  

- The Risk of Air-conditioning Malfunction 

- Paper consumption risk  

- Ink consumption risk  

- Photocopier Machines Malfunction 
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Blackouts risk 

Potential risk Location data  Responsible departments\Means of communication 

Blackouts risk College /administration, all college facilities 
Maintenance Supervisor Telephone Number: college 

552-554-346364 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Power shut down on college facilities for 

short or long period . 

 

 developing a comprehensive plane in order 

to address the problem of blackout.  

 Provide generators to different college 

facilities.  

 Contact the Saudi Electricity Company to 

find out how to deal with the problem before it 

occurs.   

 Rationalizing electricity consumption 

within the college.  

 Raising awareness of the importance of 

rationalizing electricity consumption.  

 Immediate contact with relevant experts to 

report the cause of blackout. 

 operating backup generators to supply the 

building with electricity.  

 Ensure that there are other lighting units 

that contain batteries to run for a period of 

three hours to be placed in the corridors, 

stairs and at the exits 

 follow up the problem with the specialists 

for maintenance to return the service.  
 Ensure that the uninterrupted power supply 

unit UPS, feeds all the sensitive devices, such as 

the computer.  
 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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Electrical shock risk   

Potential risk Location data  Responsible departments\Means of communication 

Electrical shock risk College indoor or outdoor   
Maintenance Supervisor Telephone Number: college 

552-554-346364 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Electric shock resulting from the electrical 

wirings inside the college.  

 

 Ensure that electrical connections are 

installed well, and a periodic inspection on 

wirings . 

 Statement of safety guidance for electrical 

devices . 

 Using cables suitable for current passing 

through them . 

 Putting electrical wire in isolated pipes  

 Don’t use the external connections and leave 

cables exposed . 

 Not to extend electrical wires through doors 

windows or similar holes or under carpet.  

 

 clear the injured person without exposing the rescuer into 

danger.  

 Accelerate the electric disconnection from the place without 

touching the injured in any way before disconnecting 

electricity. 

 take the injured person away from the place of electric shock 

and give him artificial respiration by following the CPR 

process . 

 call an ambulance and report a person with electric shock . 

 maintenance of shock-causing devices.  

 installing a backup supply {UPS}, an anti-shock system, 

especially in technical equipment. 

 ensure UPS is operating efficiently.  

 installing protection devices against directly related earth 

leakage.  

 Submit a report on the actions were taken to confront the 

problem in order not to recur. 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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The Risk of Air-conditioning Malfunction 

Potential risk Location data  Responsible departments\Means of communication 

The Risk of Air-conditioning Malfunction College of Science and Humanities Building -Jubail 
Maintenance Supervisor Telephone Number: college 

552-554-346364 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

A defect in the air conditioning system so 

air is not reaching the desired quality and 

purity degree. 

 

 Implementation of periodic inspection, 

maintenance and prevention operations. 

 Monitoring the performance of cleaning 

machines and changing air filters and 

cleaning air ducts regularly. 

 Placing a thermometer in each studying 

hall with constant observation. 

 Reporting any complaints about low or 

high temperature of air conditioner and 

work to fix it. 

 

 Immediate contact with collage 

e maintenance. 

 evacuate the damaged area. In case that is not possible, 

work will be postponed until the students leave.  

 Determine the reasons of any defect in the air 

conditioning service. 

 Check the whole building air conditioning and 

ventilation system. 

 Check the work process of filters and cold, hot water 

supply in the college. 

 Checking electrical installations and ensuring their 

safety, and not being the cause of the air conditioning 

break dawn. 

 Submit a report on the actions were taken to confront 

the problem in order not to recur. 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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Paper consumption Risk 

Potential risk Location data  Responsible departments\Means of communication 

irrationalized use of papers 
College of Science and Humanities Building -

Jubail 

Inventory unit & Ware house keeper  

Cisco : 38741\38749 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Irrationalized paper- consumption leads to 

workflow delay. 

 

 A Periodic inventory for paper storage .               

 Apply for early paper orders before 

stocks run out. 

 Communicate with warehouse 

management after the order. 

 fill the required order Application 

forms. 

 Raising the awareness among college employees 

about the need to rationalize the use of paper. 

 Using electronic correspondence instead of   papers 

except when necessary, and activating electronic 

correspondence for internal letters. 

 using white papers only for exams and official 

letters, otherwise, colored papers should be used. 

 addressing a formal letter to the Inventory Unit 

Determining the department’s needs, and counting 

the amount of consumption afterward. 

 Make use of (A 3) paper by dividing it into (A 4). 

 Use the other side of the paper when printing, 

especially for unimportant papers. 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very High High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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Ink Consumption Risk 

Potential risk Location data  Responsible departments\Means of communication 

irrationalized use of Ink College of Science and Humanities Building –Jubail 
Inventory unit &Ware house keeper  

Cisco : 38741\38749 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Irrationalized printing leads to un 

justified ink consumption. 

 Raising the awareness among college 

employees about the ideal usage of the 

printers. 

 Not to use the college printers for 

personal purposes. 

 Using college printers only to print exams 

or lists. 

 Preparing periodic reports about 

departments ink consumptions. 

 Reporting any unjustified use of ink. 

 Following up with procurement 

department after applying a purchase 

order. 

 Filling a (purchase order form) to provide 

the needed amounts of ink. 

 Deliver a purchase order letter to the ink 

supplier agent, after counting the needed 

amount of ink to avoid shortage.  

 Follow up the order regularly to avoid 

delay. 

 When the order arrives, and inventory is 

done, ink suppliers are distributed among 

the departments as scheduled.  
 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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Photocopier Machines Malfunction 

Potential risk Location data  Responsible departments\Means of communication 

Photocopier Machines Malfunction College of Science and Humanities Building –Jubail 
Inventory unit &Ware house keeper  

Cisco : 38741\38749 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

 

Failure to use the photocopier machines 

properly leads to workflow delay. 

 

 Correspond with the Machinery 

Maintenance Unit on the university 

electronic portal regularly by filling the 

requested forms. 

 Providing a special photocopying room 

under the supervision of trained 

employers. 

 Schedule the process of photocopying the 

midterms and final exams for all 

departments. 

 Providing the ink supplies early. 

 

 Apply for an urgent maintenance request  and 

follow it up 

 Provide a permanent and regular maintenance 

for the machines, and keep them ready to use 

always. 

 Adhere to each machine operating instructions. 

 Create schedules for machines status 

monitoring. 

 Create integrated statistics for each machine in 

terms of type and locations. 

 Apply for an urgent electronic maintenance 

request via the university portal in case of any 

machine malfunction. 

 Provide a spare-machine in case of any 

machine malfunction. 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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Security and safety risks 

 

-   Risk of losing hardware or accessories 
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The risk of losing (hardware or accessories) 

Potential risk Location data  Responsible departments\Means of communication 

Losing hardware, its accessories, or means of storing data or 
information.   Faculty of science and humanities in Jubail    Safety and security Cisco / 38668 – extension 222 

    Accounting unit:  Cedej.acd@iau.edu.sa 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Loss or leakage of devices (hardware) or their accessories 

causes confusion in the educational or research process or 

in providing services to the beneficiaries. 

 

 Keep devices (hardware) in their designated place and 

lock them securely. 

 Only the authorized person who can copy facilities 

keys. 

 Document the number and the data of devices 

(hardware). 

 Turn on surveillance cameras outside working hours. 

 Make a periodic inventory for devices (hardware). 

 Submit a report on lost items. 

 Turn off devices linked to any database or information until 

the problem is solved. 

 Try to provide a suitable alternative. 

 Examine and understand the problem and its causes in order 

to solve it from the origin so that it does not recur again. 

 Restore lost devices or data to their normal working condition. 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 

               

mailto:Cedej.acd@iau.edu.sa
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Risks of information and Electronic systems 

 

-    The risk of hacking. 

- The risk of Computer Viruses. 

- The risk of an unauthorized access from servers (water leakage, fire). 

- The risk of data loss    .                                         
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The risk of Hacking 

Potential risk Location data  Responsible departments\Means of communication 

Technical risks (Hacking) Faculty of science and humanities in Jubail Deanery of communication and information technology 

    Technical support / Cisco / 31111 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Hacking information and breaking down barriers 
(firewalls) and protection systems by using illegal 
means (programs specially prepared for this 
purpose). 

 

 Take the necessary precautions (Anti-malwares, 

firewalls, protective systems). 

 Design a network that is difficult to be hacked. 

 Perform tests regularly and chronologically to see 

how effective these protective systems are. 

 Stay up-to-date on the latest technology in 

protecting against hacking and malware. 

 Educate university members about the risk of 

being hacked, methods of email penetration, and 

not to open any unknown links. 

 

 Notify the Information Security Department at (deanery of 

communication and information technology) with the 

problem by submitting a request for the responsible person 

(Director of Technical Support Unit) where the request is 

directed to the specialized team according to the type of 

breach (hacking). 

 Disconnect the hacked user's device (s) from the network. 

 Inform the responsible technical support employee to take 

the necessary action. 

 Format the hacked device immediately after disconnecting 

it from the network. 

 Follow up the request with the team until the problem is 

resolved and thus the Technical Support Officer changes the 

password of the hacked user account. 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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The risk of computer viruses 

Potential risk Location data  Responsible departments\Means of communication 

Technical risk – viruses Faculty of science and humanities in Jubail 
Deanery of communication and information technology 

    Technical support / Cisco / 31111 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

The spread and leakage of viruses, which are 
harmful programs that may cause damage to 
devices or loss of information if they reach and 
penetrate servers 

 Provide security and safety measures for 

information (Anti-malwares and firewalls). 

 Take action and develop policies that are subject 

to global standards, such as (ISO20000-1). 

 Install anti-virus software linked to the main 

network (Domain) of the university. 

 Make sure that all devices that are not connected 

to the university’s network (laptops) are 

completely clean, and the reconfigured and 

connected to the “domain”. 

 Application of the “ISE” system on the faculty 

devices for both members of the educational and 

administrative staff which is a global network 

security system. 

 Limit « USB » usage to prevent the transmission of 

viruses. 

 Disconnect the virus-affected system and isolate it from the 

network by the technical support officer. 

 Examining the devices by a technical support employee so that 

she can determining the extent of damage and if there is 

possibility of finding alternatives to ensure the continuity of 

service while resolving the problem. 

 Start by removing viruses and reformatting the device to get rid 

of viruses after taking a copy of the data. 

 The faculty procedures to resolve or eliminate the risk. 

 The use of prevention systems and special procedures from (the 

deanery of communication and information technology) to stop 

and isolate the viruses. 

 Do not run the affected devices on the network until you are 

sure that they are virus-free. 

 Update protective systems periodically. 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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The risk of an unauthorized access 

Potential risk Location data  Responsible departments\Means of communication 

The risk of an unauthorized access Faculty of science and humanities in Jubail 
Deanery of communication and information technology 

Technical support / Cisco / 31111 

 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Logging in unauthorized manner by 
obtaining the username and password 
of another user's account. 

 

 Availability of information security 

procedure. 

 Establishing information security 

policies that are subject to global 

standards (ISO20000-1). 

 Increasing awareness of information 

security, and Save and update passwords 

periodically under certain conditions. 

 Inform the technical support officer to take 

the necessary action. 

 Temporarily suspend the used account and 

change the password. 

 Isolate damaged systems if any. 

 Continue to spread awareness of maintaining 

the confidentiality of the password and 

updating it periodically. 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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Risk of Servers data loss (water  leaks-fires) 

Potential risk Location data  Responsible departments\Means of communication 

Servers Breakdown Risk College of Science and Humanities in Jubail 
Communication Deanship 

Support/ 31111 cisco 

Type 

of Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

College Servers risk of breakdown due to fire or 

water leaks to utilities chamber 

 Anti-fire cabinets should be provided to protect data 

and servers. 

 

 Providing a substitute center in case of main center 

breakdown. 

 

 Send report to responsible authority to take steps. 

 Data retrieval from safe copies. 

 Anti-fire cabinets should be provided to protect data and 

servers. 

 Providing a substitute center in case of main center 

breakdown. 
 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very 

Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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Human Resources Risk 

 

- Risk of staff incompetency 
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Risk of staff incompetency 

Potential risk Location data  Responsible departments\Means of communication 

Risk of staff incompetency College of Science and Humanities in Jubail 

Manager of college Monetary Affairs 

 Email : Cedfj.aaf@iau.edu.sa / cisco  38747 

 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

An employee lack of skills leads to failure in 

accomplishing tasks. 

 

 

 Employees need direct supervision 

 Establishing plans for staff development. 

 Attending useful workshops. 

 In case of incompetency, the employee is 

referred to a follow-up committee. 

 Honoring those who are distinguished 

every term. 

 

 Referring incompetent employee to a follow-up 

committee. 

 Establishing a development plan. 

 Attending useful workshops. 

 Employees need direct supervision 
 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 

               

mailto:Cedfj.aaf@iau.edu.sa
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Reputation Risks 

 

- Risk of faculty non-commitment to scientific research ethics 

- Risk of research being useless to society 

- Risk of lack of research published in scientific journals risks-ISI Journals  

- The Risk of not giving the Academic Programs the Academic Accreditation 

- Risk of inappropriate evaluation methods to measure the required outputs 

- Lack of employment opportunities for female graduates Risk 

- Low completion rate for female student’s risk 

- The risk of some students not adhering to instruction in the practical education stage  
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Risk of faculty non-commitment to scientific research ethics 

Potential risk Location data  Responsible departments\Means of communication 

Risk of faculty non-commitment to scientific 

research ethics 
College of Science and Humanities in Jubail 

Vice dean of scientific research and higher studies 

38720-isco  38721c / CEDFJ.SR@iau.edu.saEmail :  

 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Non-committing to the ethics of scientific research and 

publishing might affect university’s reputation 

 Raising awareness of standard publishing ethics 

and regulations. 

 Introducing faculty to ISI. 

 Developing faculty skills through workshops. 

 Forming a committee to examine all research in 

the name of our college to check quality. 

 Establishing a college database supervised by 

Scientific Research Deanship. 

 Forming a committee to check publishing violations and 

taking necessary actions. 

 

 Making publishing in Arabic available to all 

 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 

               

mailto:CEDFJ.SR@iau.edu.sa
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Risk of research being useless to society 

Potential risk Location data  Responsible departments\Means of communication 

Risk of research being useless to society College of Science and Humanities in Jubail 

Vice dean of scientific research and higher studies 

38720-isco  38721c / CEDFJ.SR@iau.edu.saEmail :  

 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

The published research is useless to society needs. 

 

 Following up to all departments’ research plans to 

assure adherence to university goals. 

 Forming a committee -professors only- to evaluate 

research concerned with society. 

 Identify shortcomings. 

 Determine the required capabilities to achieve the required 

 Establishing criteria for research papers in accordance to The 

Scientific Council. 

 Supporting scientific research unit, which is about increasing 

the number of projects. 

 Encouraging publishing in accredited international journals. 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 

               

mailto:CEDFJ.SR@iau.edu.sa
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Risk of lack of research published in scientific journals risks-ISI Journals 

Potential risk Location data  Responsible departments\Means of communication 

Lack of research published in scientific journals-ISI 

Journals 
College of Science and Humanities, Jubail 

Vice Dean for Post Graduate Studies& Scientific  Research 

Cisco: 38720- 38721 

E-mail: CEDFJ.SR@iau.edu.sa    

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Lack of research published in scientific journals-ISI 

Journals 

 Following up the research plans of the 

departments with flexible and measurable 

performance indicators regularly. 

 determining indicators with scientific research 

accounts (as Scopus, WOS and Google 

scholar). 

 Forming s committee to study all researches 

issued under the name of the College, to 

ensure its quality and to achieve its desired 

purpose. 

 Encouraging and supporting personnel to 

publish in scientific journals. 

 Preparing a plan to implement the proposed 

policies to reduce the aforementioned Risk, and 

submitting it to the College administration to inter 

into force. 

 Supporting Scientific Research Unit for achieving 

its policies. 

 Determining indicators with scientific research 

accounts (as Scopus, WOS and Google scholar). 

 Forming a committee to study all researches issued 

under the name of the College, to ensure its quality 

and to achieve its desired purpose. 

 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 

               

mailto:CEDFJ.SR@iau.edu.sa
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The Risk of not giving the Academic Programs the Academic 

Accreditation 
Potential risk Location data  Responsible departments\Means of communication 

The Risk of not giving the Academic Programs 

the Academic Accreditation 
College of Sciences and Humanities, Jubail 

Vice Dean for Studies, Development and Community 

Service, Cisco 38611 

E-mail: Cedfj.dsdc@iau.edu.sa  

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

The Risk of not giving the Academic Programs 

the Academic Accreditation 

 Follow up the department’s commitment 

to quality standards. 

 Providing support to qualify programs. 

 Training of members on implementing 

and managing the comprehensive quality 

system in academic departments. 

 Follow-up program reports regarding the 

quality 

 Coordination between the programs, the 

Deanship of the College and the 

corresponding programs at the university 

to know and follow up the conditions of 

the programs. 

 Development of the programs. 

 Review courses 

 Development the skills of College members 

 make up the shortfall by the university.  

 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 

               

mailto:Cedfj.dsdc@iau.edu.sa
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Risk of inappropriate evaluation methods to measure the required outputs 

Potential risk Location data  Responsible departments\Means of communication 

Risk of inappropriate evaluation methods to measure 

the required outputs 

 
College of Sciences and Humanities, Jubail 

Vice Dean for Studies, Development and Community 

Service, Cisco 38611 / E-mail: Cedfj.dsdc@iau.edu.sa 

 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Using evaluation methods that don’t fit the 

educational material or content or don’t measure 

the outcomes, such as a large part of the course 

is scientific but test is theoretical  

 Training of college members on modern 

evaluation methods . 

 training of college members on choosing 

methods of evaluating students based on 

international standard  

 upgrading the evaluation mechanisms for 

female students to be skills-based and 

adopting an alternative evaluation system. 

 preparing a periodic report on the quality of 

exams. 

 Involving more than one member in teaching 

evaluation and putting the test 

 Standardizing tests and alternative evaluation 

methods  . 

 providing training courses on modern 

evaluation methods for college members. 

 design evaluation tools according to evaluation 

criteria {tests and alternative evaluation tools} 

. 

 Training of college members on choosing 

methods of evaluating students based on 

international standard. 

 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 

               

mailto:Cedfj.dsdc@iau.edu.sa
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Lack of employment opportunities for female graduates Risk 

Potential risk Location data  Responsible departments\Means of communication 

Lack of employment opportunities for female 

graduates Risk 
College of Sciences and Humanities, Jubail 

- Female Graduates and Professional Development 

Unit / E-mail: Cedfj.dsdc@iau.edu.sa  

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Lack of employment opportunities in education 

sector, relative to the number of female 

graduates per annum. 

 Review program plans with the relevant 

committee at the university with the Ministry 

of Education and Civil Service. 

 Close programs incompatible with the labor 

market 

 providing new educational programs in line 

with the National Vision 2030 and the labor 

market. 

 Raise the acceptance criteria and prepare the 

accepted females. 

 Directing students to attend the annual career and 

employment fairs held in the various cities of the 

Kingdom. 

 Urging and educating female students to register on the 

alumni College page of Sciences and Humanities in 

Jubail and employment websites such as the Bayt and 

LinkedIn. 

 Encouraging students to join volunteer clubs and non-

profit organizations to gain a variety of experiences. 

 Regular contact with female graduates to update their 

data on the system and guide them to find a suitable job 

for their specialties. 

 Organizing workshops and training courses to sharpen 

their skills and prepare them for the labor market. 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 

               

mailto:Cedfj.dsdc@iau.edu.sa
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Low completion rate for female students risk 

Potential risk Location data  Responsible departments\Means of communication 

Low completion rate for female students College of Sciences and Humanities, Jubail  Vice Dean for Studies, Development and Community 

Service- Cisco 38611 

E-mail: Cedfj.dsdc@iau.edu.sa  

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Students do not complete their bachelor's degree 

on time (four years) 

 Identifying an academic advisor for the 

student from its joining the college to 

graduation. 

 Preparing a plan for the student to graduate 

during the regular period of the bachelor's 

degree. 

 Providing specialized committees in each 

department to help stumbling students. 

 Presenting the student to the Educational 

Assistance Committee. 

 Preparing a plan for the student to graduate during 

the regular period of the bachelor's degree. 

 Providing an academic advisor. 

 Providing specialized committees in each 

department to help stumbling students. 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 

               

mailto:Cedfj.dsdc@iau.edu.sa
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The risk of some students not adhering to instruction in the practical education stage  

Potential risk Location data  Responsible departments\Means of communication 

The risk of some students not adhering to 

instruction in the practical education stage  

 

 

College of Sciences and Humanities, Jubail  Vice Dean for Studies, Development and Community Service- 

Cisco 38611 

E-mail: Cedfj.dsdc@iau.edu.sa  

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Failure of students to adhere to instructions on 

how to deal with the school administration, 

which harms the institution's reputation or the 

student's performance during field training, or 

delays her graduation 

 Holding regular meetings and meetings with 

students, for the purpose of introducing the rules 

and regulations 

 Introduce female students to the bodies responsible 

for responding to all inquiries raised by them 

 Periodic educational and educational campaigns 

for female students 

 Severe penalties for violations 

 Periodic follow-up to the performance of female 

students 

 Administrative supervision on filed training  

 Conduct personal interviews before female 

students are able to train in the field 

 Inform the dean of college about the violation 

 Transfer violations to a special disciplinary committee  

 Take necessary action and announce it  

 Publish the rules and regulations for female students on the 

university website with the necessity to send copies of them to 

female students via the blackboard 

 Develop a guide to clarify the rights and obligations of female 

students 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very High High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 

               

mailto:Cedfj.dsdc@iau.edu.sa
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Learning resources risks  

 

- Malfunction in the systems of registering, borrowing and returning books risk . 

- The risk in the loss of books and other learning resources in libraries.  

- The risk in the follow-up of expired loan period for borrowed books   .  
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Malfunction in the systems of registering, borrowing and returning books risk 

Potential risk Location data  Responsible departments\Means of communication 

Malfunction in the systems of registering, 

borrowing and returning books.  

 

Public library- ward B  Librarians-cisco / 38643 / 38754 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Malfunction in the systems of registering, 

borrowing and returning books. 

 

 Regular and periodic updating of the 

symphony system program 

 Providing hard copies for borrowing 

books including their description, 

borrowers’ information, and returning 

dates of borrowed books. 

 

 Contacting technical support staff in case of 

encountering computer-related problems  

 Providing hard copies for borrowing books 

including their description, borrowers’ 

information, and returning dates of borrowed 

books. 

 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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The risk in the loss of books and other learning resources in libraries.  

Potential risk Location data  Responsible departments\Means of communication 

The risk of the loss of books and other learning 

resources in libraries. 
Public library- ward B  Librarians-cisco / 38643 / 38754 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

The loss of books and other learning resources 

in libraries. 

 

 Book security system  

 Setting up an alarming device at the 

emergency exit of the library  

 Raising  beneficiaries’  awareness of  

preserving the resources of printed 

information   

 informing the immediate responsible  librarian 

 Waiting for a short while for potential return of 

books 

 Informing the responsible authority  (Deanship 

of library affairs ) of dismissing the book from 

the library ownership and getting  the borrower 

to pay its assessed price 

 Providing an alternative book for the lost one 

by the deanship of the library affairs 

 Contacting the academic affairs in case a 

student has  due commitments to the public 

library after graduation    

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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The risk in the follow-up of expired loan period for borrowed books    

Potential risk Location data  Responsible departments\Means of communication 

The risk of the follow-up of expired loan period for 

borrowed books    
Public library- ward B  Librarians-cisco / 38643 / 38754 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

The risk in the follow-up of expired loan 

period for borrowed books. This may 

deprive students from the benefit of the 

books.   

 

 raising students’ awareness of 

adhering  to returning printed  books 

on time.  

 Regular and periodic follow-up of 

expired-loan period for books and 

references 

 The book’s return card should be 

affixed (sticked) to the back of the 

book in order to remind borrowers of 

its return date 

 

 A follow-up of the expired loan period for 

borrowed books 

 Sending a text message from the 

symphony program  

 The borrower has to pay a fine in return 

for overdue books  

 A  disclaimer is not issued for the 

borrower  as long as she has financial 

commitments to the library    

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 

               



Guide to risk management plan at the Faculty of Science and humanities in Jubail 

61 
 

 

 

Legal risks  

 

- The risk of contract revocation  

- The risk of violating intellectual property rights  
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The risk of contract revocation  

Potential risk Location data  Responsible departments\Means of communication 

Revocation of the contracts or infringement 
of any of a contract’s terms and conditions 

College of Sciences and Humanities-Jubail 

Director of the administrative and financial at the 

college    / cisco  38611  

e-mail/ Cedfj.dsdc@iau.edu.sa 
Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

When any partner infringes the community 

partnership contract 

 Systematic verification of the conformity of the 

terms and procedures documented  in the contract.    

 Clarity in writing the terms of the partnership 

contract. 

 Reviewing the contracts by the legal authority at the 

university . 

 

 The implementation of  what was agreed upon when 

violating  terms and conditions of the contract along 

with a penalty clause  

 The implementation of  what was agreed upon when 

violating  terms and conditions of the contract 

Systematic verification of the conformity of the terms and 

procedures documented  in the contract 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 

               

mailto:/Cedfj.dsdc@iau.edu.sa
mailto:/Cedfj.dsdc@iau.edu.sa
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The risk of violating intellectual property rights  

Potential risk Location data  Responsible departments\Means of communication 

violating intellectual property rights College of Sciences and Humanities-Jubail 
Vice dean for postgraduate studies and scientific research-

cisco  38721- 38720  

e-mail :Cedfj.sr@iau.edu.sa 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Researchers’ non- adherence to the ethics of scientific 

research when copying and preparing articles, books and 

scientific material    . 

 

 Informing teaching staff members of the rules to be 

followed when copying from scientific materials   

 Implementing Turning/i-authenticate programs on 

research articles before getting them published  

 Preparing guides on the ethics of scientific plagiarism 

and intellectual property rights     

 Implementing  penalties on whoever violates the 

ethics of scientific research  

 

 Sending a letter or report to the person in charge  

 Forming a committee to verify the violation of 

intellectual property rights or plagiarism  

 Referring the plagiarist to the disciplinary committee to 

take the necessary action  

 Reporting the issued decision to the deanship of 

scientific research as well as the  vice president for 

scientific research  to take the necessary action 

 A recommendation of rejecting any future works of 

whoever proves to be in charge of plagiarism       

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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Natural and environmental risks 

 

 

-  The risk of storms and dust 

- The risk of rains and torrents 

- Fog risk 
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Risks of Sand and Dust Storms 

Potential risk Location data  Responsible departments\Means of communication 

Sand and dust storms. College of Science and Humanities, Jubail. 

Academic Affairs Deputy- Cisco 38736 

Email: aad.edu.jbi@iau.edu.sa 

Director of Administrative and Financial Affairs- Cisco 

38747 

Email: Cedfj.aaf@iau.edu.sa 

Security and Safety Chief- Cisco- 38624 

Extension 222 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Because of such risk, people might suffer from 

Asthma attacks or get injured due to flying pieces of 

metal. Moreover, severe storms might lead to 

property damages and staff’s and students’ lateness.  

 Providing college with initial clinics along 

with all supplies needed. 

 Providing masks to prevent allergies and 

Asthma attacks. 

 Getting rid of all moveable boards and 

equipment and stopping using such methods 

in the future. 

 Providing guiding posts in relation to severe 

storms and dust. 

 Maintaining all college properties regularly.  

 Calling maintenance employees regularly to 

ensure the availability of backup power 

sources in case the power goes out. 

 

 Reminding all people to take precautions when 

leaving buildings. 

 Evacuating any building if needed. 

 Checking and making sure that all buildings and 

facilities will return to normality when the storms 

end. 

 Cleaning up after storms. 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 

               

mailto:aad.edu.jbi@iau.edu.sa
mailto:Cedfj.aaf@iau.edu.sa
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Rains and Floods 

Potential risk Location data  Responsible departments\Means of communication 

Rains and floods. College of Science and Humanities, Jubail. 

Academic Affairs Deputy- Cisco 38736 

Email: aad.edu.jbi@iau.edu.sa 

Director of Administrative and Financial Affairs- Cisco 38747 

Email: Cedfj.aaf@iau.edu.sa 

Security and Safety Chief- Cisco- 38624 

Extension 222 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Rains lead to electric surges or water leaks in one building 

or another. Not to mention, it might lead to stranding 

students and staff which will disturb the process of 

learning.  

 Maintaining electricity supplies regularly and 

ensuring that they are of high quality. 

 Checking buildings regularly and evacuating 

unsuitable ones. 

 Providing secure places in case of floods. 

 Checking water drainage regularly. 

 Announcing that the process of learning will be 

ceased in case an early warning is received. 

 evacuating college when floods occur during work 

hours. 

 Receiving help from maintenance and civil defense 

workers to repair damages and help people. 

 ensuring that insulation layers against moisture are 

provided in all buildings. 

 

 Calling the department of security and safety. 

 Listening to weather forecasts. 

 Warning students and staff not to leave the building until 

the risk is over. 

 Making sure that generators are ready to work in case the 

power goes out. 

 Fixing the effects of such risk immediately by specialized 

people (such as, siphoning off rainwater using portable 

water pumps). 

 Returning the affected area to its earlier good condition. 

 Checking all facilities and ensuring that they are in a 

good condition. 

 Submitting a report on the taken procedures to solve the 

problem and prevent its reoccurrence. 

 Turning on the air conditioning system to ensure its 

proper operation, and checking temperatures on a regular 

basis until the risk is over. 

 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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Fog Risk 

Potential risk Location data  Responsible departments\Means of communication 

Fug and lack of vision. College of Science and Humanities, Jubail. 

Academic Affairs Deputy- Cisco 38736 

Email: aad.edu.jbi@iau.edu.sa 

Director of Administrative and Financial Affairs- Cisco 

38747 

Email: Cedfj.aaf@iau.edu.sa 

Security and Safety Chief- Cisco- 38624 

Extension 222 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Fug is considered an atmospheric phenomenon that 

is extremely risks. Because of such risk, car drivers 

might not be able to visualize things properly which 

might lead to car accidents, injuries, and lateness. 

 Providing college with initial clinics along 

with all supplies needed. 

 Lateness of employees and students, in this 

case, should be considered excused to ensure 

their safety. 

 Announcing that the process of learning will 

be ceased in case an early warning is received. 

 Calling maintenance employees regularly to 

ensure the availability of backup power 

sources in case the power goes out. 

 

 Listening to weather forecasts. 

 Reminding all students and employees to take 

precautions during such situation, and not to leave 

their houses until this condition is over. 

 Checking and making sure that all buildings and 

facilities will get back to normality when the fug is 

over. 

 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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Exams risks  

 

- Exams Leak Risk 

- Mistakes in the Test Content or Format Risk 
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Exams Leak Risk 

Potential risk Location data  Responsible departments\Means of communication 

An exam is leaked or lost. College of Science and Humanities, Jubail. 

College Dean\Cisco388722-38705 

Email: Dean Office Dean.edu.jbl@iau.edu.sa 

Academic Affairs Deputy\ Cisco38684 

Email: aad.edu.jbl@iau.edu.sa 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

An exam might be lost or leaked because of 

opening the incorrect envelope in error, or 

switching it with another course exam. In 

addition, it might result from the late 

submission of the exam by the instructor. 

 Exams should be kept in secure 

places. 

 there should be an alternative exam in 

the question bank for each course. 

 

 

 writing a report on the event and sending it 

to the dean. 

 Scheduling the alternative exam. 

 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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Mistakes in the Test Content or Format Risk 

Potential risk Location data  Responsible departments\Means of communication 

Mistakes in the test content or format. College of Science and Humanities, Jubail. 
Academic Affairs Deputy\ Cisco38684 

Email: aad.edu.jbl@iau.edu.sa 

Type 

of 

Risk 

Health Laboratory Facilities & 

Utilities 

Security & 

Safety 

Information 

Systems 

Human 

Resources 

Reputation Learning 

Resources 

Legal Nature and 

Environment 

Exams  

           

Risk Description Risk Prevention Policy Risk Management Procedures 

Mistakes might be made in the exam 

formulation that lead to difficulty in 

understanding the questions. Therefore, students 

might not be able to answer them. 

 Exams should be reviewed according to 

models and mechanisms established by 

the quality unit to make sure that the 

exam is reliable. 

 

 If a formulation or content mistake occurred, 

the question should be cancelled and marks 

should be redistributed. 

 A report should be written by the committee, 

and the coordinator of the quality unit of the 

department. This report should then be sent to 

the Academic Affairs Deputy. 

 A meeting should be conducted by the 

Academic Affairs Deputy with the course 

instructor to discuss the event. After this 

meeting, a report should be submitted to the 

College Dean to take the necessary action. 

Risk Likelihood: Risk Impact: Risk Value: 

Almost 

certain 

Likely Possible rare  Unlikely  sever  Major Moderate Minor Insignificant  Very 

High 

High Medium Low Very Low 

5 4 3 2 1 5 4 3 2 1 20-25 12-16 8-10 4-6 3-1 
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Attachments 
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Health and Safety Requirements Checklist 
 

 

College Of Science and Humanities in Jubail ……………….                  Inspection No. ……………            Inspection Date: ……………. 

This list is designed to help in identifying the source of risks and reviewing the requirements of health, safety and environment as a part of Risk 

Management Administration at Imam Abdulrahman Bin Faisal University. 

Notes and 

Recommen

dations 

Please tick  Elements  

 Not 

Applicable 

No Yes  

    Environmental Health 

    Are the sources of risks for materials and equipment identified? Including 

(health, chemical, biological, laboratories…etc.) 

    Are sanitation facilities and toilets provided appropriately , and are 

working well for: 

    -Students 

    - Faculty members and staff 

    - People with specific needs 

    - Contractors and visitors 

    Fire Safety 

     Are fire alarm systems regularly tested? 

    Are they working well? Need maintenance or change? 

    Are smoke sensors regularly tested? Is there a record of these tests? 

    Are suitable fire extinguishing tubes provided? Are they enough? Are 
they installed in a prominent place? 

    Are there preambles for the specifications and the date of inspection 
of these cylinders? 
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    Is there adequate lighting? Is the lighting good at a reasonable time? 
    Are there policies and procedures for dealing with waste? Especially 

hazardous waste? 
    Personal Protective Equipment 
    Do all workers have adequate personal protective equipment available to 

deal with hazardous materials and objects? (ppollution, chemicals, 
vapors, etc.). 

    Are all staff and students, who are at risk, provided with the following 
personal protective equipment? Please tick the equipment below: 

    - Hand gloves 
    - Protective work clothing 
    - Protective footwear 
    - Protective helmets 

    - Protective goggles 
    - Face mask (dust, vapour … etc.) 
    - Respirators 
    - Others. Please mention them _ _ __ _ _ _ _ _ _ _ _  

  
    Are there arrangements for storing and cleaning the personal protective 

equipment and disposing of contaminated or damaged equipment? 
    Have staff and students using personal protective equipment received an 

explanation on how to use it? 
    Is there a specific person tasked with monitoring the use of personal 

protective equipment? 
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    Are there barriers for quick access to fire tubes and hoses? 
    Did staff receive appropriate instruction and training in using fire 

extinguishers and first aid tools? 
    Was an emergency evacuation plan implemented during this year (12 

months from now)? 

    Are records and reports of the evacuation plan kept? 
    Are stairs and ramps in good condition and have good rails and grips 

to prevent falls? 

    First Aid and Accidents 

     Are there first aid kits? Are first aid kits appropriately stocked and 
available all time? 

    Are all electrical sockets, switches and wires regularly checked and 
maintained? 

    Post safety signs and instructions in prominent places   

    Are safety instructions and signs prominently posted? Please tick them 

below: First aid sign (first aid box, emergency face washer, respirators ... 

etc) 

    Signs of fire safety (fire alarm, exit and evacuation signs, water hoses and 

reels) 

    Signs of  slips, trips and falls (wet floor, sudden landing, watch your steps 

... etc) 

    Significant danger sign (electrical danger, flammable materials, no 

smoking here, dangerous materials) 

    Prohibition signs (prohibited: entry, smoking, only authorized persons ... 

etc.) 

    Construction site signs (get away from here, wear protective helmet, wear 

personal protective equipment ... etc) 

    Location and directions maps (exit direction, route to stairs, where am I?) 

    Are all rooms, halls and laboratories sufficiently ventilated 
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